





























Ministry of Defence

5. Recording of FMS contracts

We noted that the ministry has not recorded transactions related to FMS contracts since it joined the FMS program based on a decision # 842
dated 11 October 2006 by the economic committee of the Council of Ministries. There are currently 100 contracts in the amount of
approximately USD 4 Billion. The ministry does not record the transactions since it does not have the required supporting documentation. In
addition, we noted that the involved personnel has not received adequate training in the dynamics of the FMS program. For example the
ministry did not use document # 340-103 (discrepancy report) until 15 February 2009.

We recommend that the ministry performs the following:
1.

Restructures the accounting department involved in the FMS program and provide it with adequate training so that it may record all the
related transaction in the ministry’s records.

Ensures that the military attaché at the Iragi embassy in Washington D.C. follows-up on the program.

Forms a mobile “Inspection and Acceptance” committee to inspect all equipment being received at the three main drop points and to
provide the accounting department with the supporting documentation when applicable.

Develops and improves the inspection process to include all different aspects such as labs for testing fuel (related to contract # |Q-D-GAM)

Provides the related accounting department with all the necessary documents to record these transactions in the ministry’s records so that
they reflect the true status of the ministry.

Ensures that the contract files held by the accounting department contain all the related supporting documentation such as: the list of
requirements; Letters of request (LOR); Letters of Acceptance (LOA); DD465 (Invoice); DD250 (Conformity Report); DD1348 (Letter of
Receipt); 340-103 (discrepancy report).

. Requests that the individuals from the MNSTC-| that are responsible for the FMS program remain for a period of no less than 2 years or

have the MNSTC-I ensure that the handover between individuals be complete to insure a smooth transition.

Requests that the training provided to the Iragi staff involved in the FMS program be “In-house” and continuous as opposed to training in
Jordan and the U.S.A.

Takes adequate action to record all received shipments since the inception of the FMS program by forming a committee to gather all the
necessary evidence by obtaining contracts, fixed asset counts, DD 1348, 102 (Iraqi letter of receipt), inspection reports, etc.

10.Widens the scope of review for the FMS program by allowing the Inspector General's office, the Legal counsel, the budgeting department,

the internal audit department and the technical departments to inspect and approve all documentation starting from the “specification
definition” phase.

High

New
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Ministry of Defence
6. Fixed assets
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Ministry of Defence
7. Frozen FMS Letters of Acceptance

We inspected the status of Letters of Acceptance (LOA) related to the FMS program as at 21 April 2009 and noted the following:

Partially Not
Year Total Completed | completed | completed | Cancelled Frozen
2005 1 1 0 0 0 0
2006 2 0 2 0 0 0
2007 53 23 17 10 3 0
2008 54 1 8 &3 1 11
2009 3 0 0 2 0 1
113

We noted that the frozen LOA’'s were frozen because the appropriated funds were insufficient despite the fact that these LOA's were
approved by the Minister of Defence. The 11 LOA's amount to USD 550,597,417.

We recommend that the Ministry ensures that the appropriated funds are sufficient to finance Letters of Acceptance.

Medium

New
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Ministry of Defence
8. Competence of human resources of the Budget Directorate

We noted the following:
1. One member holds a degree in Persian Language

2. One member holds a degree in Education/History, another a degree in Education/Physics and another a degree in Education/Mathematics.
3. One member holds a degree in Agriculture, another in Fine arts , another in Mechanical Engineering, and one holds a degree in Physics.
4. One member holds a degree in Petroleum studies, another in Electricity, and another in Chemistry.

We recommend that the ministry devises job descriptions which incorporates the required educational background to meet the required
objectives.

Medium

New
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Ministry of Defence
9. Automated accounting system

We noted that the Human Resource department uses an automated system and is updated periodically, but the recording of journal entries and
the posting is done manually.

We recommend that the ministry implements an automated accounting system to increase productivity.

Medium

New

M © 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 385
Swiss cooperative. All rights reserved. Printed in Lebanon.



Ministry of Defence
10. Work time control

During our visit to the ministry we noted that the only control on hours worked by employee is done by having employees sign on the entry
registered as they enter on a daily basis. There is no automated system to monitors hours worked by employees. This leads to weaknesses in
control and in monitoring the hours worked by employees.

We recommend that an automated system be installed to accurately record the hours worked by employees on a daily basis
Low

New
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Follow up on observations raised by the previous auditor
Ministry of Defence
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Ministry of Defence
1. Foreign Military Sales

i

We noted that the ministry has transferred an amount of U.S. $ 1,100 million during 2007 to the Foreign Military Sales- FMS account in FBRNY.
We were not provided with any information related to the disbursements made out of this account due to the fact that such information is not
available at the ministry. The ministry did not record the disbursed amounts during the year as part of its capital expenditure.

We recommend that the ministry shall record all disbursements related to capital expenditure in its records, in addition to preparation of a
monthly reconciliation for the Foreign Military Sales account for better control procedures.

Follow up by the related commission indicated that the transfer of this amount is done directly through MOF and not via the Ministry of
Defense. Accordingly, no accounting entry was made in the Ministry of Defense’s records other than commensurate reduction to funds
allocated for FMS program. Adjusting entries for years 2006 and 2007 were not resolved till this date due to delay in contracting in accordance
with the referred to program.

High
old

We have rephrased this observation and included it under observations of 2008.
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Ministry of Defence
2. Segregation of Duties between Members of Tender Opening and Analyzing committees

i

During our review of the contract number (0001-07) to supply winter suits, we noted that a member of Tender Opening Committee is also a
member in the Tender Analyzing Committee.

We recommend that the ministry shall comply with budget instructions issued by the Ministry of Finance, which require the segregation of
duties between members of Tender Opening and Analyzing committees, for better control procedures over the contracting process.

The related commission did confirm that one member of the Tender Opening Committee is also a member of the Tender Analyzing Committee.

High
old

We did not observe any similar observation for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Foreign Affairs
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Ministry of Foreign Affairs
1. Fixed Asset Register

We noted during our review of the fixed asset register for 2008 the following:
1. The Administrative and Finance department posted the entries for the purchase of fixed assets of 2008 during our review in May 2009.
2. The page of the register related to arms also included ammunition, hence there is no segregation.

3. The quantities recorded in the arms section of the fixed asset register did not agree to the purchases of 2008 both in quantity and
description.

4. The fixed asset register does not include sufficient details to identify the asset. For example for vehicles the register did not include chassis
numbers or engine numbers.

We recommend that the ministry performs the following:

1. Posts the entries for previous years and agrees the books to the register.
. Segregate the register between items.

2
3. Have the internal audit department approve the register before using it.
4

. Complete the register with all necessary information to easily identify the asset.

Medium

New
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Ministry of Foreign Affairs
2. Vehicle contracts

We noted while reviewing the contract for the purchase of GMC Yukon XL vehicles in the amount of $ 692,500 the following:

1. The contract was performed through a purchasing committee in contrary to what is stated in paragraph four point b-Purchasing authority of
the instructions of the budget by which a tender had to be announced or a direct invitation to bid had to be sent.

2. The ministry did not supply the ministry of Planning with the details of the contract and the supplier.
3. The contract did not include any approvals or seals of the legal department or the address of the supplier.
These observations were also noted in the contract for the purchase of Chevrolet Caprice in 2008 in the amount of $ 806,250

We recommend that the ministry follows the instructions issued by the Ministry of Planning with regards to government contracts.
High

New
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Ministry of Foreign Affairs

3. Payroll

We noted the following with regards to the diplomatic missions:

1. Some employees have instructed other employees to collect their salaries without having any written authorization held at the payroll
department. This was noted in payrolls of Manila, Damascus and Tehran for the month of November 2008.

2. Some employees do not sign upon receipt of their monthly salaries. This was noted in the payroll of Sofia for the month of September and
November 2008.

3. The payroll department that issues the payroll reports does not classify them in an orderly manner. For example we did not find the payroll
listing for Manama, Warsaw and Athena for any month in 2008.

We recommend that the Ministry issues instructions requiring the diplomatic missions to follow the general practices of the ministry. In
addition, we recommend that the ministry designates the department required to maintain the payroll listings.

Medium

New
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Ministry of Foreign Affairs
4. Contracts administered outside of Iraq

We noted the following:

1. A tender was announced for consulting work for the renovation of the embassy in Paris in one local newspaper. Similarly, a tender for the
construction of the new consular and living quarters in Dubai was announced in two newspapers. The instructions clearly state that the
tender should be announced in three local newspapers.

2. The contracting procedures are performed jointly by the technical department and the legal department; the ministry does not have a
dedicated department for contracts.

We recommmend the following:

1. That the ministry ensures that all the diplomatic missions are knowledgeable when it comes to implementing the instructions related to
government contracts.

2. That the ministry sets up a department for contracts as stated in article 11 of the instructions related to government contracts.

Medium

New
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Ministry of Foreign Affairs
5. Work time control

During our visit to the ministry we noted that the only control on hours worked by employee is done by having employees sign on the entry
registered as they enter on a daily basis. There is no automated system to monitors hours worked by employees. This leads to weaknesses in
control and in monitoring the hours worked by employees.

We recommend that an automated system be installed to accurately record the hours worked by employees on a daily basis.
Low

New
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Ministry of Foreign Affairs
6. Organization chart

We noted that the ministry does not have an updated organization chart that defines the lines of authority and responsibilities. The current
organization chart does not reflect the reality at the ministry. In addition, we did not find any job descriptions.

We recommend that the ministry updates the organization chart and devises job descriptions for the ministry

Medium

New
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Ministry of Foreign Affairs
7. Consolidated Trial Balance
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Ministry of Foreign Affairs
8. Stolen Vehicles

M © 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 398
Swiss cooperative. All rights reserved. Printed in Lebanon.



Ministry of Foreign Affairs
9. Fixed asset count committee — Diplomatic Missions

We noted for the counts performed for the Diplomatic missions’ assets as at 31 December 2008 the following:

1. Some diplomatic missions did not form a committee by means of an administrative order for example: Istanbul, Doha and Cairo.

2. Some diplomatic missions did not send the counts up to the date out visit to the ministry (May 2009) for example: London and Dubai
3. The ministry’s records related to the Diplomatic Missions’ fixed assets did not include enough details for example:

® The fixed asset register of the Consular in Damascus only included the phrase “old purchase” and did not include an invoice number
or date.

® The register for vehicles belonging to the embassy in New Delhi did not include the chassis number or any identifying number.

We recommend that the concerned departments form a committee to obtain all the counts and in turn perform a complete reconciliation of
physical counts to the ministry’s records.

Medium

New
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Ministry of Foreign Affairs
10. Missing weapons
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Ministry of Foreign Affairs
11. Fixed Assets
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Follow up on observations raised by the previous auditor
Ministry of Foreign Affairs
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Ministry of Foreign Affairs
1. Tender Opening Committees

i

We noted that one member of the Tender Opening Committee is not being periodically rotated as required by the budget execution
instructions issued by Ministry of Finance that requires rotating members of the committees every six months. The current Tender Opening
Committee was formed on 6 May 2007 and was still operative until the date of our visit in February 2008.

We recommend complying with the budget instructions issued by the Ministry of Finance as to the requirement of rotating committees’
members every six months for better control procedure and adherence to budget instructions.

The Ministry replied that the Tender Opening Committees are changed every six months, which was confirmed by the related commission as
dictated by Ministerial order no. 2762 and 6050 of 6/5 and 17/10/2007 respectively.

Medium
Old

We noted that the members were being rotated in 2008 except for the Head of the Committee who held the position in two consecutive
terms:

1.From 17 October 2007 as per Ministerial Instruction # 6050
2.From 3 March 2008 as per Ministerial Instruction # 2122
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Ministry of Foreign Affairs
2. Contracts Identification Numbers

i

During our visit, we noted that all contracts of the ministry are not given identification numbers.

We recommend that a proper contracts indexing system to serially arrange all contracts shall be implemented to avoid duplication, and to
facilitate follow-up and review processes for better control procedures and safeguarding public assets.

The Ministry confirmed correctness of this note and this matter was rectified during 2008. Our commission follow up confirmed the Ministry's
statements.

Low
Old

From the sample selected, we noted that the observation is still valid for example:
Contracts Name: Contract for Consultancy for Iragi embassy in Paris
Date of Signature: 23 April 2008
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Ministry of Foreign Affairs
3. Approving of the payroll salaries

i

During our visit, we noted that payroll sheets are prepared by the payroll accountant and compared with budget by the internal audit
department. Payroll sheets are not being approved by the director general of finance department.

We recommend segregating executive duties and control duties, since the internal audit department is considered a monitoring body and it is
not appropriate for controlling body to approve the payroll sheets which is considered as executive duty. The finance department shall be
considered as the department responsible for disbursements for better control procedures.

The Ministry advised that the head of administrative and financial section does sign the payroll summary sheet but not the monthly lists, which
procedure was confirmed by our commission.

High
old

From the sample selected, none of the above observations came to our attention in 2008.
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Ministry of Foreign Affairs
4. Salaries Committees

i

We noted that members of the Committee responsible for receiving salaries from the Finance Department and not being periodically rotated as

required by the budget execution instructions issued by ministry of finance which requires rotating members of the committees every six
months.

We recommend complying with the budget instructions issued by the Ministry of Finance as to the requirement of rotating committees’
members every six months for better control procedure and adherence to budget instructions.

The Ministry replied that members of the committee responsible for receiving salaries from the Finance Department are periodically rotated in
accordance with prevailing instructions. The follow up of our commission confirmed the correctness of the Ministry’s reply based on the
authorization for salary withdrawal orders on 5/2/2007 and a subsequent order on 17/6/2007.

Medium

Old

We noted that the salaries in 2008 were being transferred to the employees’ accounts held at the Rashid Bank — Ministry of Foreign Affairs
Branch.
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Observations raised for the year ended 31 December 2008
Common Observation -Sulaimaniyah

© 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 407
Swiss cooperative. All rights reserved. Printed in Lebanon.



Common Observation Sulaimaniyah
1. Fixed Asset Register

We noted that the fixed asset register held by the Ministry does not contain identifying numbers that enables the ministry to follow up on each
item in the register and to identify accountability. In addition identifying numbers facilitate the existence of fixed assets.

We recommend that the Ministry identifies each asset by number. We also recommend conducting a regular fixed asset count.

Medium

New
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Common Observation Sulaimaniyah
2. Organization Chart

The Ministries do not have an Organization Chart or Job Description.

We recommend that the Ministry to develops a formally approved organization structure and job descriptions for all levels. The organization
structure and job descriptions should include the following as a minimum:

- Hierarchy of the Ministry.

- Executive responsibility, immediate assistants and approval authorities.

- Operational responsibilities of employees, and specific duties to be performed.

- Required administrative responsibilities related to the job performance.

- Any other duties that the minister deems necessary to be performed at any given circumstance.

- Type of reports that must be issued and the timetable for preparing and issuing these reports.
Medium

New
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Common Observation Sulaimaniyah

3. Work Schedule Control

During our visit to the Ministry, we noted that the only control on hours worked by employees is done by having employees sign on the entry
register as they enter on a daily basis. There is no automated system to monitor hours worked by employees. This leads to weakness in control
and in monitoring the hours worked by employees.

We recommend that an automated system be installed to accurately record the hours worked by employees on a daily basis.
Low

New
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Follow up on observations raised by the previous auditor
Common Observation -Sulaimaniyah
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Common Observation Sulaimaniyah
1. Delegation and Authority Manual

i

The ministries and directorates do not have an authorized signatory matrix, signature format and a formal authority matrix to specify the role of
each of the ministries’ authorized employees and their approved limits to authorize and execute banking transactions and payments from the
ministries banks accounts and the authority limits of each function at the ministries.

We recommend developing an authorization matrix to govern all their transactions to ensure that adequate and appropriate controls have been
put in place. The authorization matrix should specify the authorized positions, authorized activities and the authorization limit for each type of
ministries activities and transactions, including cash transfers and payments. The types of authorities are as follows:

- Initiate
- Review
- Approve

The authorization matrix of the Ministries and Directorates should be reviewed and approved by the appropriate level of the Government of
Iraq.

High
old

Through our follow up we noticed a list of powers and signatures.
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Common Observation Sulaimaniyah
2. Authorized Signatory Matrix

i

During our visits, we noted that the Directorates do not have an authorized check’s signatory matrix, since several managers in certain
Directorates, have the authority of signing checks with no limits or ceiling for the check amount taking into consideration the frequent rotation
of managers between departments.

We recommend each Directorate to set a signature matrix to determine ceiling and limits for authorized personnel in each Directorate to
authorize checks. In addition, the matrix should specify the additional higher levels required to approve and authorize checks above certain
amounts as determined by each Directorate taking into consideration the amount and volume of payment transactions. In all cases, at least dual
signatories should be required for each check.

High
old

Through our follow up we noticed a list of powers and signatures.
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Common Observation Sulaimaniyah
3. Segregation of Duties over Payroll Process

i

During our review of the Directorates payroll process, we noted that there was inadequate segregation of duties in the payroll process. The
employee responsible for maintaining the payroll and preparing the payroll sheets is also responsible for uploading payroll sheet to the system.
The accounting records are therefore more vulnerable to errors and fraud as to the inadequate segregation of duties.

We recommend that segregation of duties should be introduced, as follows:

- Payroll statements should be prepared by an accountant, reviewed by another independent accountant, reviewed and authorized by the
Finance Manager.

- The employee responsible for preparing the payroll statement should be independent of the employee responsible for uploading the
statements to the payroll system.

- Reconciliation between the payroll records and the accounting records should be prepared on a monthly basis.

High
old

Through our follow up we noticed the presence of adequate segregation of duties in the payroll .
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Common Observation Sulaimaniyah
4. Cash Payment of Salaries

During our review of the Directorates payroll process, we noted that most Directorates pay salaries in cash. Cash payment of salaries directly or
through the salaries disbursements committee increase the risk of loss while processing salaries disbursements.

We recommend the Directorates to pay salaries through bank transfers to each employee’s personal bank account, in order to avoid risks
associated with the cash payment process.

High
old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
5. Supporting Documents Attached to Payment Vouchers

During our visit of the Directorates, we noted that the supporting documents attached to the payment vouchers were not cancelled with a
'PAID" stamp or otherwise defaced after the payment has been made, which increases the risk of duplicate payments of the same invoice.

All payment vouchers and their supporting documents should be stamped as “PAID" immediately after payment to prevent duplicate payments
being made for the same invoice.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
6. Contract Standard Form

i

During our visits of the Directorates, we noted that there is no standard contract form for procurement of goods and services. Each Ministry
prepares the terms and provisions of procurements and service contracts internally including financial and legal terms and conditions.

We recommend that the ministries review the existing standard Contracts Form in consultation with independent legal and financial experts. In
addition, there should be a standard form of contract used in each Ministry to cover the general terms.

Low
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
7. Control and Administrative Procedures

i

During our visit of Kurdistan Region/ Sulaimaniyah, we noted that there is no comprehensive control and administrative procedures manual over
operations. For each Ministry management instructions on such procedures are documented in the form of various internal memorandums.

In the absence of a consolidated procedures manual, the risk exists that:

- Operational procedures and controls over segregation of duties, authorizations and approvals, recording, safeguarding and reconciliation are
not being effectively recognized by employees.

- Accounting policies and accounting procedures are not properly followed.
- Compliance with regulatory rules is not being effectively communicated to employees

We recommend the Ministries in Kurdistan Region to prepare and maintain written standard internal controls policies and procedures covering
all the ministries financial and operating activities. In addition, detailed monitoring procedures should be carried out by management to ensure
effective and consistent implementation of the control and administrative procedures manual.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
8. Accounting and Management Information Systems

i

During our review of Kurdistan Region/Sulaimaniyah, we noted that the implemented accounting system takes the form of manual recording
and reporting process. However, the ministries size and activities have expanded significantly over last few years. The current accounting
systems, including management information system as well as internal control procedures, are no longer suitable for the current size, structure

of the ministries.

We recommend all ministries in Kurdistan Region to undertake a review of the accounting processes and systems of internal control, both at
the Accounting Department and the Administrative Departments, with a view to improving efficiency of operations and effectiveness of
controls. This should include, as a minimum:

- Review of the Accounting Department’s documentation and back up filing procedures.
- Review of the operating departments’ systems of internal control.
- Establishment of a mechanism for follows up of budget preparation and compliance with such budget.

Medium

(0]f¢]

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
9. Expenses Paid Through Checks

i

During our review of the Sulaimaniyah Ministries’ payment process, we noted that copies of the issued checks are not maintained by the
accounting department, nor a copy of the receiving payee identity document (ID) attached. Obtaining a copy of the check, copy of the payee ID
and having the signature of the receiving payee on the copy of the check serves as the most powerful evidence of receiving the check and

accordingly avoiding possible risks of fraud, errors and litigations.

We recommend the accounting department at each ministry to obtain a copy of the check for each payment transaction processed through
check s, a copy of the payee ID, and the signature of the receiver on the check copy. These documents should be filed and documented using
a special code, or by means of a filing system within the accounting department, which ensures rapid recovery of the required data when
required. We also recommend stamping all check s by “first beneficiary only” for better control procedures.

High
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
10. Operating Budget

The operating budget during year 2007 and related to Kurdistan/Sulaimaniyah amounted to QD 1,847,523,781,100 which represents 68% o
the total budget allocated to Kurdistan/ Sulaimaniyah, which is considered very high.

We recommend that a comprehensive study of Sulaimaniyah requirements of capital and operational expenditures shall be conducted based on
continuous development and rehabilitation needs.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008. Percentage of the
budget of operating expenses during the 2008 rate of 64.5% of the total budget.

i
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Common Observation Sulaimaniyah
11. Reconciliation for Suppliers and Contractors Accounts

i

During our visit, we noted that the Directorates of Kurdistan/ Sulaimaniyah Region do not perform reconciliations for suppliers and contractors
accounts. Reconciliations of suppliers and contractors accounts are essential to avoid the risk of unrecorded liabilities or double recording of
invoices and accordingly double payment of those invoices.

We recommend the Finance Department at all Ministries and Directorates to obtain confirmations or statements of account from the suppliers
and contractors and to perform reconciliations on a monthly basis. Such reconciliations should be documented and confirmed with suppliers
and contractors to confirm due balances.

Low
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Sulaimaniyah
12. Pre-Printed Payment Vouchers

i

During our visit of Kurdistan/ Sulaimaniyah Directorates, we noted that payment vouchers are not serially pre-numbered. The used form is
photocopied and then manually prepared by the accountant for each payment transaction. Payment vouchers should be pre-numbered, pre-
printed and in multiple copies. The copy of payment voucher should be attached to the journal voucher and the second copy to be kept in the
book of payment vouchers.

We recommend that the Finance Department use prenumbered, pre-printed and a multiple copy payment voucher to properly control the
disbursement process, and ensure completeness of recording of all disbursements and minimize the risk of intentional and unintentional errors.

Low
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Finance - Sulaimaniyah
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Ministry of Finance — Sulaimaniyah
1. Contracts Numbering

We noted that all contracts have no verification numbers.

We recommend the need to develop a system for indexing contracts to all contracts are arranged in series in order to avoid a repetition of the
contracts and Tschila for the follow-up and review in order to further control measures and control

Low
New
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Ministry of Finance — Sulaimaniyah
2. Centralized Contract Files

Through our visit to the presidency of the University of Sulaimaniyah we noted that there is no central file to file the contracts entered into by
the university, the contract files and documentation are distributed between the Directorate and the Directorate of Engineering Services.

We recommend the need to retain all documents relating to contracts or copies within a single file in order to facilitate follow-up action and
more control and oversight procedures.

Medium

New
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Ministry of Finance — Sulaimaniyah
3. Physical Count Committee

During the review process of the physical count, we noted that the Director of the Department and the inventory custodian are members of
the Committee of the physical count committee, This may lead to a lack of independence in the performance

We recommend that the physical count committee be formed from members independent of the management of stock
Medium

New
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Ministry of Finance — Sulaimaniyah
4. Performance Bonds

During our visit, and from the sample selected, we noted that the performance bond taken was less than 5% of the contract amount.

We recommend that complying with the provisions of the governmental contract procedures for 2008.

High

New
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Ministry of Finance — Sulaimaniyah
5. Letter of Credits for Contracts
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Follow up on observations raised by the previous auditor
Ministry of Finance - Sulaimaniyah

© 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 430
Swiss cooperative. All rights reserved. Printed in Lebanon.



Ministry of Finance- Sulaimaniyah
1. Financing operations through US Dollars

i

During our visit, we noted that the Ministry of Finance\Sulaimaniyah is funding some of its related directorates in US Dollars for the purpose of
settling contractual commitments. The funding is done through the purchase of dollar from the local exchange market. Purchasing currency at
the local market exchange rate which is usually higher than auction rate at the Central bank of Irag/Baghdad is resulting in preventable currency
losses.

We recommend buying the currency from the Central Bank of Iraqg at official price to avoid losses from currency exchange.

High
New

Through our follow up on the subject had been noted during the treatment of the subject in 2008 with the addition of a new contract is the
transfer of the dinar to the dollar price on the date of signing the contract.
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Ministry of Finance- Sulaimaniyah
2. Investment budget allocations

During our visit, we noted that the Ministry of Finance\Sulaimaniyah transferred an amount of IQD 170,230,741,192 on December 31, 2007 out
of 2007 capital budget to the implementing commission of private services at Sulaimaniyah governorate and in accordance with the direction of

the Supreme Council of Ministers of Kurdistan Region. The beneficiary committee started its operation during 2008.

We recommend the ministry to comply with the approved capital budget items in its related fiscal year.

Medium

Old

Through our follow up on the topic we noted that in 2008 had been no diversion of funds.

432
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Ministry of Finance- Sulaimaniyah
3. No Separate Bank Accounts for DFI Funds

i

During our visits, we noted that the Ministry of Finance\Sulaimaniyah does not maintain separate bank accounts for DFI funds. All funds
received from Erbil Ministry of Finance and any local revenues are deposited in one bank account, such practice may result in difficulties in
identifying the source of funds and preparing monthly reconciliations for both the total funds received from Erbil Ministry of Finance and other
sources of revenue.

We recommend maintaining separate bank account for the DFI fund deposits from Erbil Ministry of Finance to facilitate the control process
over those deposits and to reconcile with the records of Erbil Ministry of Finance.

Medium
Old

Through our follow up on the subject we noted that he was opening a bank account separate amounts of funding received from the Finance
Ministry in Arbil .
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Ministry of Finance- Sulaimaniyah
4. Budget Variance Analysis

i

During our visit, we noted that the Ministry of Finance\Sulaimaniyah does not prepare regular analysis reports for variances between actual and
budgeted expenses. Also, we noted that the related directorates do not prepare periodic reconciliations between the received funds and the
underlying fund statement of account obtained from Ministry of Finance\ Sulaimaniyah.

We recommend all ministries and directorates in the region to prepare monthly budget analysis reports to properly control and manage
received fund and budget resources. Major variances should be properly justified, documented and approved by key personnel. We further
recommend all ministries and directorates to prepare periodic reconciliations between the received funds and the Ministry of
Finance\Sulaimaniyah statements of account for better control procedures.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Ministry of Finance- Sulaimaniyah
5. Formal Reconciliation with Ministry of Finance

i

During our review we noted that the Ministry of Finance\ Sulaimaniyah does not prepare formal reconciliations with Erbil Ministry of Finance.
Currently, reconciliations take the form of listing total funds received from Erbil Ministry of Finance on an excel sheet files without reconciling
the recorded amounts with the records of ministry of finance in Kurdistan. Absence of such reconciliations may result in misstatements and
mismatching of funds received due to time differences in transferring and receiving funds between the ministries of finance in Erbil and
Sulaimaniyah. In the absence of monthly reconciliations for funds received from Erbil Ministry of Finance, errors may not be detected and
corrected on a timely basis.

We recommend that the Ministry of Finance prepares monthly reconciliations for funds received between:
- The Ministry of Finance and the receiving Ministries and directorates in Sulaimaniyah.

- Both Ministries of Finance in Sulaimaniyah and Erbil. These reconciliations should be independently reviewed and examined by senior levels in
the Ministry for additional control procedures.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Ministry of Finance- Sulaimaniyah
6. Bank Overdrawn Account

i

During our visit to Ministry of Finance\ Sulaimaniyah, we noted that the Ministries’ bank account was overdrawn.

Ministry should allocate and use budgeted resources in accordance with the annual budget; any increase in actual expenses in comparison with
the budget will result in deficit and will be on the account of the next year's allocated resources. The Ministry of Finance explained that the
increase in actual expenses over the budgeted expenses was mainly due to the fact that budget allocations were transferred after the related
month allocations, for example:

Transfer order from the ministry of finance in Erbil of QD 30,000,000,000 to Sulaimaniyah Ministry of Finance dated January, 24 2008 for
financing investment expenses for the for the year of 2007.

Transfer order from the ministry of finance in Erbil of 43,122,470,000 IQD to Sulaimaniyah Ministry of Finance dated 19 February 2008 for
financing part of the operating expenses for the month of December 2007.

We recommend that any excess over budget should be approved by the Minister and the reasons for excess should be properly documented
and explained. In addition, budget allocations should be transferred evenly through out the year and specially for financing the operating
expenses in order to ensure the continuous implementation of the budget by the ministry within the limits and rules.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Transportation — Sulaimaniyah

© 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 437
Swiss cooperative. All rights reserved. Printed in Lebanon.



Ministry of Transportation — Sulaimaniyah
1. Assets register

We noted that the directorate does not maintain a register of the fixed assets of the ministry. The absence of such a register and its constant
update of additions and disposals creates difficulties in following up on the movement of fixed assets.

We recommend the directorate to maintain a fixed asset register that includes a tag number, purchase date, description, cost, depreciation and
book value. We also recommend the performance of fixed assets counts and the reconciliation of the results to the ledger on a periodic basis
to prevent the miss use of assets.

High

New
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Ministry of Transportation — Sulaimaniyah
2. Asset Count
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Ministry of Transportation — Sulaimaniyah
3. Computer system

During our visit to the directorate we noted that the payroll system is not protected by a password.

We recommend the use of passwords to access the payroll system to prevent unauthorized personnel to access the system.

Medium

New
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Ministry of Transportation — Sulaimaniyah
4. Disbursement of Salaries

During our review of salaries disbursement process, we noted that some employees delegate other colleagues to collect their salaries on their
behalf, without any authorization or supporting documents available at the Ministry to ensure that the representatives are authorized to collect
payments on behalf. We also noted in certain instances where the employees did not sign on the payroll sheet as an evidence of receipt, this
was noted in the payroll sheet for the month of October 2008.

We recommend recipient to be formally authorized to receive the salary on behalf of the employee. We also recommend obtaining the
signature of employee on the payroll sheet after receiving the cash, and we also recommend that the Ministry implements payment of salaries
through direct bank transfer to the employees’ accounts for better control procedures over payments.

Medium
New
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Ministry of Transportation — Sulaimaniyah
5. Announcement of Tenders

During our visit to the directorate, we noted that the contract of repairing and paving the street Zalh — Naw — Horin length 1809 km amounting
5,190,039,000 Iragi dinar was published in only one local newspaper in contrast to previous instructions which states that such publications
must be published in three newspapers.

We recommend that the directorate publishes the public tenders in at least three local newspapers as required in the contracts’ instructions for
further control measures and control over the contracting process.

High

New
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Follow up on observations raised by the previous auditor
Ministry of Transportation — Sulaimaniyah
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Ministry of Transportation- Sulaimaniyah
1. Tenders Opening and Analyzing Committees

i

We noted that the members of the Tender Opening and Analyzing Committees not being periodically rotated as required by the budget
instructions issued by the Ministry of Finance, which requires rotating the committee members every six months. Also the committee
minutes are not signed by all members.

We recommend complying with the budget instructions issued by the MOF which require rotating the Committee members every six
months, and signing all committees’ minutes by all members for better control procedures.

Medium

Old

We noted that Committee members, opening presentations, the Commission proposal to change the assignment is not all its members for
the year 2008 as noted in the survival of members of the Committee for more than a year.
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Ministry of Transportation- Sulaimaniyah
2. Contracts Identification Numbers
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Ministry of Transportation- Sulaimaniyah
3. Suspended Projects

During our visit to the Roads Directorate/Sulaimaniyah we noted that the contract related to the construction of a bridge for an amount of IQD
208,600,000 which was performed by a local company is suspended due to problems in the execution process. No decision was taken about

This contract up to our review date in March 2008.

We recommend that the necessary decisions regarding this contract should be taken in order to solve the execution problems.

High
old

We have not been able to follow-up note, as the former auditor did not specify the subject of the contract did not refer to the name of the
company, according to officials of the Directorate that there is no contract in this amount..
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Ministry of Transportation- Sulaimaniyah
4. Tender Procedures

i

We noted that in some cases no public tender procedures were used for contracting with construction contractors. Instead, direct awarding
was used to execute contract with contractors.

We recommmend the ministry to obtain public tenders instead of direct awarding to increase the chance of obtaining more competitive bids
with high quality construction specifications for additional accuracy and control procedures.

High
old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
General Directorate of Municipalities - Sulaimaniyah
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General Directorate of Municipalities - Sulaimaniyah
1. Performance Bond

Through our visit to the presidency of municipality of Sulaimaniyah, and through our review of the basic construction contract appendix of the
city of Sulaimaniyah and the introduction on GIS system amounting to 4,400,000 U.S. Dollars under Master Plan program, we noted that the
performance bond presented by the contractor represents a real estate with no estimation of value.

We recommend complying with the provisions of governmental contracts procedures.
High

New
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General Directorate of Municipalities - Sulaimaniyah
2. Disbursements of Salaries

During our visit to the presidency of municipality of Sulaimaniyah, we noted in the committees of salaries almost a permanent presence of
member for 3 of 4 committees in 2008. With regards to salaries, we have noted that some staff authorize other staff to receive their salaries on
their behalf, without a mandate or any supporting document available to the directorate to ensure that the representative is authorized to collect
the other employee’s salary on his behalf. We identified this weakness in the list of salaries for the month of March 2008.

We recommend changing the committees of salaries, we also recommend that the recipient be formally authorized to receive the salary on
behalf of the other employee. We also recommend the need for the employee to sign the payroll after the receipt of salary for more control
procedures.

High

New
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General Directorate of Municipalities - Sulaimaniyah
3. Tenders Opening and Analyzing Committees

During our visit to the Municipality of Sulaimaniyah, we noted that during the first half of 2008 there was only one committee that opens the
bids and processes of the study and analysis of the offers. The absence of segregation between functions of each committee may have an
impact on the contractual process.

We recommend the implementation of the budget instructions issued by the Ministry of Finance, which requires the segregation of the
functions of the opening and analyzing committee. In addition to the change of their members every six months for more control procedures
and in line with the budget instructions.

High

New

M © 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 451
Swiss cooperative. All rights reserved. Printed in Lebanon.



General Directorate of Municipalities - Sulaimaniyah
4. Payroll System

During our visit to the directorate we noted that the payroll system is not protected by a password.

We recommend the use of passwords to access the payroll system to prevent unauthorized personnel from accessing the system.

Low

New
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General Directorate of Municipalities - Sulaimaniyah
5. Contractual Agreement

Through our visit to the presidency of the municipality of Sulaimaniyah, and our review of the contract to build a building for the presidency of
the municipality amounting to 17,788,772,250 Iragi dinar, we noted that the contract was granted by direct tendering and not through
competitive bidding process. This contravenes the with the instructions issued by the Supreme Committee for contracts.

We recommend complying with the instructions of the Supreme Committee for contacts and obtaining competitive bids for all contracts
through a formal bidding process.

High

New
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General Directorate of Municipalities - Sulaimaniyah
6. Performance Bond

Through our visit to the presidency of municipality of Sulaimaniyah, and our review of the contract to build a building for presidency of the
municipality amounting to 17,788,772,250 Iraqi dinar with Jel Jashma Company, we noticed that the guarantee submited by the contractor is
5% less than the amount of the contract.

We recommend complying with the provisions of governmental contracts procedures.
High

New
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Follow up on observations raised by the previous auditor
General Directorate of Municipalities - Sulaimaniyah
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General Directorate of Municipalities - Sulaimaniyah
1. Contracts Identification Numbers

i

We noted that all contracts of the ministry are not given identification numbers.

We recommend the ministry to develop a proper contracts indexing system that serially arranges all contracts to avoid duplication, and to
facilitate follow-up and review processes for better control procedures and better safeguarding of public assets.

Low

New

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.

© 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 456
Swiss cooperative. All rights reserved. Printed in Lebanon.



General Directorate of Municipalities - Sulaimaniyah
2. Tender Announcements

i

During our visit to the General Directorate of Municipalities/ Sulaimaniyah, we noted that the contract related to building a wall at Castle Dizah
for an amount of IQD 388,512,000 was announced at the Directorate headquarters only. The announcement of the public tenders in several
newspapers helps the Directorate to achieve the objectives of public tenders by increasing the publicity of the tender and increasing the
chance of obtaining more competitive bids.

We recommend the Directorate to announce the public tenders at least in three newspapers, as required by contracting instructions and for
better control procedures over contracting process.

High
New

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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General Directorate of Municipalities - Sulaimaniyah
3. Sub-Ledger Accounts

i

We noted that Municipalities Directorate in Sulaimaniyah does not maintain subledger accounts for each project in progress. Instead,
accounting records related to the bank account general ledger take the form of daily journals, which include the classification of expenditure in
accordance with the budget classifications. Such practice reduces control over disbursements, project cost, remaining estimated cost and
management awareness of completed and in progress projects.

We recommend maintaining accounting records include sub-ledger accounts of each project so that the Directorate can control the cost of

each project alone. The sub-ledger should link to general ledger through proof the monthly balance for each project for better control
procedures over projects in progress.

Low
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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General Directorate of Municipalities - Sulaimaniyah
4. Bank Reconciliations

i

We noted that the bank reconciliation as at 31 December 2007 were not performed properly at the Municipalities Directorate in Sulaimaniyah,
the bank reconciliations included arithmetical errors. In addition, we noted that reconciling items were not properly controlled and followed up;

also we noted that the Finance Department does not prepare a detailed list of outstanding check s not withdrawn from the Ministry bank
account..

We recommend preparing bank reconciliations properly, which should be followed up and monitored by an appropriate level in the Ministry. In
addition, all reconciling items should be properly controlled. Also we recommend following up and update the information of detailed list for all
reconciling items to properly reconcile and monitor bank accounts.

High
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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General Directorate of Municipalities - Sulaimaniyah
5. Tender Announcements

i

During our visit, we noted that public tenders at the Municipalities Directorate in Sulaimaniyah are announced in one local newspaper only,
and are not announced in several local news papers; in addition, tenders directed to foreign companies are not announced in international
newspapers or through internet, as the only media channel used is through the one local newspaper. Announcing public tenders in several
newspapers, international newspapers and using the internet assists management in meeting the objectives of public tenders by increasing
the publicity of the tender and increasing the chance of obtaining more competitive bids.

We recommend that public tenders should be published and announced in several local and international newspapers and as appropriate.
Public tenders should also be announced in the Government web site and other related market and product websites to increase the chance
of obtaining more competitive bids.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Electricity- Sulaimaniyah
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Ministry of Electricity- Sulaimaniyah
1. Contractual Agreement

During our visit to the General Directorate of Electricity of Sulaimaniyah province, and our review of the contract for renewing the electricity
lines of chamchamal power amounting to 1,019,829,910 Irgi dinar, we noted that the directorate has requested the ministry of finance to
allocate the amount of the project after signing the contract with the contractor which means entering the obligations and commitments before
ensuring the availability of funds to finance the project. The duration of the first and second announcement was less than 15 days which is the
minimum duration in accordance with the instructions of government contracts.

We recommend complying with the provisions of governmental contacts procedures.
High

New
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Ministry of Electricity- Sulaimaniyah
2. Disbursement of Salaries

During our review of salaries disbursement process, we noted that some employees delegate other colleagues to collect their salaries on their
behalf, without any authorization or supporting documents available at the Ministry to ensure that the representatives are authorized to collect
payments on behalf. We also noted in certain instances where the employees did not sign on the payroll sheet as an evidence of receipt, this
was noted in the payroll sheet for the months of October and December 2008.

We recommend recipient to be formally authorized to receive the salary on behalf of the employee. We also recommend obtaining the
signature of employee on the payroll sheet after receiving the cash, and we also recommend that the Ministry implements payment of salaries
through direct bank transfer to the employees’ accounts for better control procedures over payments.

Medium
New
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Ministry of Electricity- Sulaimaniyah
3. Physical count committee

During the review process of the physical count, we noted that the Director of the Department and the inventory custodian are members of
the Committee of the physical count committee, This may lead to a lack of independence in the performance.

We recommend that the physical count committee be formed from members independent of the management of stock.
Medium

New
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Ministry of Electricity- Sulaimaniyah
4. Excess over the budget

During our visit to the Directorate of the transfer of energy that relates to the General Directorate of Electricity of Sulaimaniyah province, we
noted that the directorate signed a contract on 12/8/2008 to link the plant that produces 750 watts in Chamchamal with Zouzk company
amounting to 111,873,477,300 Iragi dinar, while the amount allocated and approved by the Ministry of planning, according to the investment
plan of the Directorate, is 100,000,000,000 Iragi dinar. The Directorate signed the contract without obtaining the approval from the Ministry of
Finance for the additional amount.

We recommend not exceeding the existing budget allocations,. In the case of the need to bypass the budgeted amount the approval from the
concerned authorities must be obtained.

High

New
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Ministry of Electricity- Sulaimaniyah
5. Performance bonds

During our visit to the Directorate of the transfer of the electric and during our review of the contract of preparing the raw materials, of the first
stage of the plants assigned to the Blan Company amounting to 4,665,302,400 dinars we noted that the letter of guarantee to ensure that good
performance is less than 5% of the amount of the contract.

We recommend complying with the provision of governmental contracts procedures.
High

New
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Ministry of Electricity- Sulaimaniyah
6. Extension Period

During our visit to the Directorate of the transfer of energy and during our review of the contract and inspection of 5 mobile stations assigned
to Bowl Company amounting to U.S. $ 7,053,884 we noticed that the contractor’s request to extend the term of the contract was on the
2/4/2009, while the expiration date of the contract was 12/3/2009 which means after more than 40 days of the end of the contractual term.

We recommend ensuring that the suppliers abide by the instructions set in the contract and follow up for contraventions of the terms of this
contract.

Medium

New
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Ministry of Electricity- Sulaimaniyah
7. Delay in delivering performance bonds

During our visit to the Directorate of the transfer of energy and during our review of the contract for the preparation of the new secondary
processing mobile plant with power 132/11.5 KV, 26MVA for Chamchamal/ Sulaimaniyah assignee Pauwels International company amounting
to 2,175,776 U.S. dollars, signed on 13 November 2008. We noted that the project’s implimentation did not start due delays from the supplier
in providing the letter of guarantee of good performance, in addition the terms of the contract require the existence of the letter of guarantee of
good performance in maximum 60 days from the date of signing the contract.

We recommend complying with the provisions of governmental contracts procedures.
High

New
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Follow up on observations raised by the previous auditor
Ministry of Electricity- Sulaimaniyah
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Ministry of Electricity- Sulaimaniyah
1. Contracts Awarding Authority

During our visit to the Directorates in Kurdistan / Sulaimaniyah, we noted that some contracts were awarded from Sulaimaniyah directorate and
other contracts from Ministry's Headquarters in Erbil without indicating a clear authority matrix.

We recommend the ministry to define and document a clear authority matrix of each party in the contracting process for better control
procedures.

High
old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Ministry of Electricity- Sulaimaniyah
2. Tender Opening Committees and Analyzing Committees

i

We noted that the members of the Tender Opening and Analyzing Committees are not being periodically rotated as required by the budget
instructions issued by the Ministry of Finance, which requires rotating the committee members every six months. Also the committee minutes
are not signed by all members.

We recommend complying with the budget instructions issued by the MOF which require rotating the Committee members every six months,
and signing all committees’ minutes by all members for better control procedures.

Medium

Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.

© 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a
Swiss cooperative. All rights reserved. Printed in Lebanon.

471



Ministry of Electricity- Sulaimaniyah
3. Performance Bond

i

During our visit to the general directorate of electricity, and during our audit of the contract related to the directorate of electrical power
transfer (Electricity Power Transmissions Erection Project for an amount U.S. $49,303,276 dollars), we noted that the submitted performance

bond was less than 5%.
We recommend complying with the local procurement instructions and to ensure obtaining the performance bond amount of 5% of the

contract value, either in the form of bank guarantee or certified check for better control procedures and to preserve the rights of the
Directorate.

Medium

Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008. We have also noted
that the date of the last letter of guarantee was in force until 3\ 3\ 2009 has been the renewal of the letter of guarantee after this date.
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Ministry of Electricity- Sulaimaniyah
4. Awarding contracts to local companies

During our visit to the Directorates, we noted that a number of import contracts were awarded to unspecialized local companies, which
processed the outdoor construction of the General Directorate of Electricity.

We recommend that contracts resources shall be evaluated prior to contracting. We also recommend contracting with the direct suppliers
directly rather than through intermediaries for better control procedures.

High
old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Ministry of Electricity- Sulaimaniyah
5. Compliance with Authorization limits

During the visit to the General Directorate of Electricity/Sulaimaniyah we noted that the Ministry Headquarters\Erbil awarded the electricity
towers supplying contract amounted to 1QD 4,799,025,000 to a local company. Considering that the amount of the contract falls within the
Council of Ministers\Kurdistan Region authority.

We recommend the Ministry to comply with the approved authority limits of the Directorate and to obtain the necessary approvals and
documentation when exceeding these limits in order to maintain additional control and to implement budget instructions.

High
old

Approval has been taken after the signing of the contract through 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Higher Education — Sulaimaniyah University
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Ministry of Higher Education — Sulaimaniyah University
1. Salaries

We have noted in some cases, some staff do not sign a list of salaries to prove receipt of salary at the time of receipt, but will be signed at a
later time. It has appeared to us that in the lists of the month of June 2008.

We recommend obtaining the signature of the employee on the payroll after the receipt of the employee’s salary as a control measure.

Medium

New
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Ministry of Higher Education — Sulaimaniyah University
2. Performance Bond

During our visit to the University of Sulaimaniyah and the review of a construction contract to build the Medical Hall in the University of
Sulaimaniyah, amounting to 18,999,853 U.S. dollars. We noticed that the contract was signed in U.S. dollars and the currency of the letter of
guarantee has been calculated in Iragi dinar and the exchange rate of the dollar, according to central bank bulletin that day was not attatched.

We recommend appending to the exchange rate at the conversion date as a further control measures and supervision.
Low

New
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Ministry of Higher Education — Sulaimaniyah University
3. Centralized Contract Files

Through our visit to the presidency of the University of Sulaimaniyah we noted that there is no central file to file the contracts entered into by
the university, the contract files and documentation are distributed between the Directorate and the Directorate of Engineering Services.

We recommend retaining all documents relating to contracts or copies within a single file in order to facilitate follow-up action and more control
and oversight procedures.

Medium

New
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Ministry of Higher Education — Sulaimaniyah University
4. Payroll System

During our visit to the Directorate we noted that the system in place for the calculation of salaries, is not password protected.

We recommend using passwords to access the payroll system to prevent unauthorized personnel from accessing the system.

Low

New
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Ministry of Higher Education — Sulaimaniyah University
5. Physical Count Committee

During the review process of the physical count, we noted that the Director of the Department and the inventory custodian are members of
the Committee of the physical count committee, This may lead to a lack of independence in the performance.

We recommend that the physical count committee be formed from members independent of the management of stock.
Medium

New
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Ministry of Higher Education — Sulaimaniyah University
6. Accounting Records

By reviewing a sample of the accounting records we noted that the financial records are not stamped and nor signed by the preparer nor by the
internal Audit Department, for example, the daily record of the current budget and the daily record of the budget plan.

We recommend approving the payroll and advances record by the head of finance department and the internal audit as a control procedure.
Medium

New
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Follow up on observations raised by the previous auditor
Ministry of Higher Education — Sulaimaniyah University
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Ministry of Higher Education-Sulaimaniyah University
1. Tenders Opening and Analyzing Committees

During our visit to Sulaimaniyah University, we noted that the members of the Tender Opening and Analyzing Committees are not being
periodically rotated as required by the budget instructions issued by the Ministry of Finance, which requires rotating the committee members

every six months.

We recommend complying with the budget instructions issued by the MOF which require rotating the Committee members every six months
for better control procedures and adherence to budget instructions.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Ministry of Higher Education-Sulaimaniyah University
2. Contracts Identification Numbers

~
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Ministry of Higher Education-Sulaimaniyah University
3. Performance Bond

i

During our visit to Sulaimaniyah University, we noted that the university contracted with a Turkish company and local company for designing
and constructing a new university campus for an amount of U.S. $ 258,946,526. The contract terms did not include the performance bond of
5% of contract value clause, while the terms provided the payment of one million dollars annually and considering the amount as performance
bond, however this term was only utilized during the first contractual year.

We recommend that application of contracts’ terms should be followed up in addition to periodic evaluation of the contractor's compliance
with the contractual terms. We also recommend compliance with Supreme Contracting Committee for better control procedures and
safeguarding of university’s rights.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008. the work on hold is
due to the supplier’s request for additional fees.
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Ministry of Higher Education-Sulaimaniyah University
4. Tender Procedures

We noted that in some cases no public tender procedures were used for contracting with construction contractors. Instead, direct awarding
was used to execute contract with contractors.

We recommmend the ministry to obtain public tenders instead of direct awarding to increase the chance of obtaining more competitive bids
with high quality construction specifications for additional accuracy and control procedures.

High
old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008. The contract to build a
building of the Faculty of Veterinary Medicine, University of Sulaimaniya, the amount of U.S. $ 18,999,853 contract to build 3 "Elevator to the
Faculty of Dentistry and the Faculty of Law at the Faculty of 182,813,438 dinars.
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Observations raised for the year ended 31 December 2008
Common Observations - Erbil
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Common Observation Erbil
1. Fixed Asset Register

We noted that the fixed asset register held by the Ministry does not contain identifying numbers that enables the ministry to follow up on each
item in the register and to identify accountability. In addition identifying numbers facilitate the existence of fixed assets.

We recommend that the Ministry identifies each asset by number. We also recommend conducting a regular fixed asset count.

Medium

New
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Common Observation Erbil
2. Contract Department

During our visit to Erbil, we noted that the ministries do not have contracts department. The contracting procedures are distributed on more
than one department, this is not in compliance with the provisions of governmental contract procedures.

We recommend establishing a special department for contracts administration and follow up.
High

New
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Common Observation Erbil
3. Organization Chart
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Follow up on observations raised by the previous auditor
Common Observations - Erbil
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Common Observation Erbil
1. Contract Supporting Documents
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Common Observation Erbil
2. Accounting and Management Information Systems

During our review of Kurdistan Region /Erbil, we noted that the implemented accounting system takes the form of manual recording and
reporting process. However, the ministries size and activities have expanded significantly over last few years. The current accounting systems,
including management information system as well as internal control procedures, are no longer suitable for the current size, structure of the

ministries, and do not adequately meet the requirements of the ministries.

We recommend all ministries in Kurdistan Region to undertake a review of the accounting processes and systems of internal control, both at
the Accounting Department and the Administrative Departments, with a view to improve efficiency of operations and effectiveness of controls.
This should include, as a minimum:

- Review of the Accounting Department’s documentation and back up filing procedures.
- Review of the operating departments’ systems of internal control.
- Establishment of a mechanism for follow up of budget preparation and compliance with such budget.

Medium
New

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Common Observation Erbil
3. Operating Budget

We noted that the operating budget of Kurdistan region\ Erbil amounted to IQD 2.17 trillion, which represents 67% of the total budget granted
to Kurdistan Region, which is considered very high.

We recommend that a comprehensive study of Erbil requirements of capital and operational expenditures shall be conducted based on
continuous development and rehabilitation needs.

Medium
New

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008. Percentage of the
budget of operating expenses during the 2008 rate of 64.5% of the total budget.
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Common Observation Erbil
4. Reconciliation for Suppliers and Contractors Accounts

i

During our review we noted that Ministries in Kurdistan Region do not perform reconciliation for suppliers and contractors accounts.
Reconciliations for suppliers and contractors accounts are essential to avoid the risk of unrecorded liabilities or double recording of invoices and
accordingly double payment of those invoices.

We recommend the finance department at all Ministries to obtain confirmations or statements of account from suppliers to perform
reconciliations for suppliers and contractors accounts on a monthly basis. Such reconciliations shall be documented and confirmed with
suppliers and contractors to confirm due balances.

Medium
New

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Finance - Erbil
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Ministry of Finance - Erbil
1. Checks overdue over than six months

Overdue checks were found in the bank reconciliation reports with maturities exceeding 6 months.

We recommend the follow up on all reconciling items. As for checks with maturities exceeding 6 month we recommend that these be
canceled and that the accounting records be amended accordingly.

Medium
New
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Ministry of Finance - Erbil
2. Bank Reconciliations
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Ministry of Finance - Erbil
3. Work Schedule Control

During our visit to the Ministry, we noted that the only control on hours worked by employees is done by having employees sign on the entry
register as they enter on a daily basis. There is no automated system to monitor hours worked by employees. This leads to weakness in control
and in monitoring the hours worked by employees.

We recommend that an automated system be installed to accurately record the hours worked by employees on a daily basis.
Low

New
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Ministry of Finance — Erbil
4. Contracts Numbering

We noted that all contracts have no verification numbers.

We recommend the need to develop a system for indexing contracts to all contracts are arranged in series in order to avoid a repetition of the
contracts and Tschila for the follow-up and review in order to further control measures and control

Low
New
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Ministry of Finance — Erbil
5. Performance Bond
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Ministry of Finance — Erbil
6. Accounts approval
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Follow up on observations raised by the previous auditor
Ministry of Finance - Erbil
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Ministry of Finance - Erbil
1. Budget Deviation Analysis

i

We noted that the Ministries of Finance in Kurdistan Region/ Erbil does not prepare regular analysis reports for variances between actual and
budgeted expenses. Also, we noted that a periodic reconciliation between the received funds and the underlying fund statement of account
obtained from Ministry of Finance/ Erbil is not prepared.

We recommend all ministries to prepare monthly budget analysis reports to properly control and manage received fund and budget resources.
Major variances should be properly justified, documented and approved by key personnel. We further recommend all ministries to prepare
periodic reconciliations between the received funds and the Ministry of Finance statements of account.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Municipalities - Erbil
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Ministry of Municipality-Erbil
1. Protection of Payroll System
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Ministry of Municipality-Erbil
2. Performance Bond

During our review of a sample of contracts we noted that the ministry did not comply with the 5% limit for performance bonds, example:

- Development contract for the main ANKAWA road where the required performance bond is 58,517,500 |QD, while the actual performance
bond is 56,000,000 1QD.

- Sewage contract BEBRAM second stage where the required performance bond is 693,181,000 1QD while the actual performance bond is
600,000,000 IQD.

We recommend complying with the provisions of the governmental contracts procedures.
High

New
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Ministry of Municipality-Erbil
3. Contract Indexing

We noted that all directorate contracts are not given identification numbers. They are only given export and import numbers.

We recommend establishing a suitable indexing system for contracts where contracts can be placed in order, avoiding any recurrence of
contracts to facilitate the follow up and review and to add control procedures.

Medium

New
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Ministry of Municipality-Erbil
4. Physical count committee

During the review process of the physical count, we noted that the Director of the Department and the inventory custodian are members of
the Committee of the physical count committee, This may lead to a lack of independence in the performance

We recommend that the physical count committee be formed from members independent of the management of stock
Medium

New
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Ministry of Municipality-Erbil
5. Tender Opening Committees

We noted that the members of the Tender Opening and Evaluating Committees are not being changed for 2007 and 2008. In addition, we
noted that there are common members between the bid opening committee and the other analysis committees.

We recommend that the Ministry complies with the budget instructions issued by the MOF which require segregation of duties and rotating
the committee members every six months for better control procedures and adherence to budget instructions.

High

New
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Ministry of Municipality-Erbil
6. Financial and Accounting Register

Through our review to a sample of the ministry financial and accounting register, we noted that the plan register for June 2008 was not
stamped or signed by the preparer and the internal audit.

We recommend reviewing the monthly plan register and stamping it by the preparer and the internal audit.

Medium

New
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Ministry of Municipality-Erbil
7. Payroll Cash Payment

During our review of the process of payment of salaries in the Ministry we noted that the ministry pays the salaries in cash. The cash payment
of salaries directly increasing the risk of loss of cash in the process of distribution.

We recommend the Ministry to pay staff salaries by bank transfer to personal account for each employee in order to avoid risks associated with
the cash payments of salaries

Medium

New
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Follow up on observations raised by the previous auditor
Ministry of Municipalities - Erbil
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Ministry of Municipality-Erbil
1. Soran Water Project Contract

i

During our review of the Soran Water Project contract for an amount of U.S. $19,138,825 we noted it was awarded through direct invitation,
and not by following the tendering procedures. This contradicts the instructions issued by the Supreme Contracting Committee, which requires

the awarding contracts through public tender and not by direct invitation.

We recommend proper compliance with instructions issued by the Supreme Contracting Committee and obtaining public tenders for all
contracts for better control procedures and adherence to the instructions of the Supreme Contracting Committee.

Low
Old

During our review of a sample of contracts that the ministry shows us where the note is still there, the ministry signed contracts through direct
advocacy has not been followed the procedures for obtaining bids by public advocacy.
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Ministry of Municipality-Erbil
2. Receiving Payroll

i

During our review of salaries disbursement process, we noted that some employees delegate other colleagues to collect their salaries on their
behalf, without any authorization or supporting documents available at the Ministry to ensure that the representatives are authorized to collect
payments on behalf. We also noted in certain instances where the employees did not sign on the payroll sheet as an evidence of receipt, this
was noted in the payroll sheet for the month of February, 2007.

We recommend recipient to be formally authorized to receive the salary on behalf of the employee. We also recommend obtaining the
signature of employee on the payroll sheet after receiving the cash, and we also recommend that the Ministry implements payment of salaries
through direct bank transfer to the employees’ accounts for better control procedures over payments.

Medium
Old

Through the sample selected from the payroll has not come to our attention any cases similar to the above observation in 2008.
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Observations raised for the year ended 31 December 2008
Ministry of Electricity - Erbil
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Ministry of Electricity-Erbil
1. The amounts mentioned in the budget

Through our review of a sample of contracts, we noted that the ministry has contracted with suppliers before obtaining the required financing
for the projects. We found some contracts signed but work have not commenced yet due to lack of financing, Example:

Contract No. Contract name Amount 1QD Date signed
KRG-MOE/TS-04/2008 creation of lines and expansion of station ALRA 39,915,159,264 20 Aug 08
KRG-MOE/EDT-10/2008  project for creation of lines to Erbil Station 11,015,385,600 30 Dec 08

We recommend not signing a contract should not be ascertained by the presence of the necessary allocations and the availability of adequate
funding

Medium

New
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Ministry of Electricity-Erbil
2. Fixed Asset Register

We noted that the fixed asset register held by the Ministry does not contain identifying numbers that enables the ministry to follow up on each
item in the register and to identify accountability. In addition identifying numbers facilitate the existence of fixed assets.

We recommend that the Ministry identifies each asset by number. We also recormmend conducting a register fixed asset count.

Medium

New
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Ministry of Electricity-Erbil
3. Contract Department

During our visit to Erbil, we noted that the ministries do not have contracts department. The contracting procedures are distributed on more
than one department, this is not in compliance with the provisions of governmental contract procedures.

We recommend establishing a special department for contracts administration and follow up.
High

New
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Ministry of Electricity-Erbil
4. Payroll Cash Payment

During our review of the process of payment of salaries in the Ministry we noted that the ministry pays the salaries cash. The cash payment of
salaries directly increasing the risk of loss of cash in the process of distribution.

We recommend the Ministry to pay staff salaries by bank transfer to personal account for each employee in order to avoid risks associated with
the cash payments of salaries

Medium

New
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Ministry of Electricity-Erbil
5. Work Schedule Control

During our visit to the Ministry, we noted that the only control on hours worked by employees is done by having employees sign on the entry
register as they enter on a daily basis. There is no automated system to monitor hours worked by employees. This leads to weakness in control
and in monitoring the hours worked by employees.

We recommend that an automated system be installed to accurately record the hours worked by employees on a daily basis.
Low

New
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Ministry of Electricity - Erbil
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Ministry of Electricity-Erbil
1. Contracts Awarding Authority

During our visit to the Directorates in Kurdistan/Erbil, we noted that some contracts were awarded from Sulaimaniyah directorate and other
contracts from Ministry's Headquarters in Erbil without indicating a clear authority matrix.

We recommend the ministry to define and document a clear authority matrix of each party in the contracting process for better control
procedures.

High
New

During our review of a sample of contracts for the ministry shows us that the note is still in place because the contracts were signed for the
province of Sulaimaniyah by the Ministry of Electricity / Erbil in 2008.
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Ministry of Electricity-Erbil
2. Segregation of Duties between Members of Tender Opening and Analyzing committees

i

We noted that a member of Tender Opening Committee is also a member in the Tender Analyzing Committee.

We recommend that the ministry shall comply with budget instructions issued by the Ministry of Finance, which require the segregation of
duties between members of Tender Opening and Analyzing committees for better control procedures over the contracting process.

Medium
Old

We noted through our visit that the above mentioned observation was still valid for the year ended 31 December 2008.
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Ministry of Electricity-Erbil
3. Contract for the installation of central power stations

i

We noted during our review of contract No. 4 related to the installation of Central Power Stations for an amount of U.S.$52,430,989 was
awarded through direct invitation, and not by following the tendering procedures. This contradicts the instructions issued by the Supreme
Contracting Committee, which requires awarding contracts through public tender and not by direct invitation.

We recommend proper compliance with instructions issued by the Supreme Contracting Committee and obtaining public tenders for all
contracts for better control procedures and adherence to the instructions of the Supreme Contracting Committee.

Low
Old

During our review of a sample of contracts for the ministry shows us that the observation is still the list was found that many of the contracting
process in the ministry has been the invitation was not directly follow the procedures for obtaining bids by advertisement.
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Observations raised for the year ended 31 December 2008
Ministry of Housing - Erbil
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Ministry of Housing-Erbil
1. Payroll
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Ministry of Housing-Erbil
2. Physical count committee

During the review process of the physical count, we noted that the Director of the Department and the inventory custodian are members of
the Committee of the physical count committee, This may lead to a lack of independence in the performance

We recommend that the physical count committee be formed from members independent of the management of stock

Medium

New

M © 2009 KPMG Lebanon, a Lebanese Professional Civil Company and a member firm of the KPMG network of independent member firms affiliated with KPMG International, a 528
Swiss cooperative. All rights reserved. Printed in Lebanon.



Ministry of Housing-Erbil

3. Contracts

During our visit to the Directorate of roads, bridges and reviewing the paving of Zar Karly road and Souran road contract amounting to U.SD
6,550,658 we noted that the commencement date was 15 August 2005 while the contract was signed by the ministry on April 16, 2006 after
the commencement date. The contractor has requested the first extension of on 21 November 2006 while the project period ended on 15 15
November 2006 which contradicts the instructions of the implementation of government contracts. This extension was requested several

times until the projects were finalized on 28 September 2008
We recommend complying with the governmental contract procedures for 2008.
Medium

New
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Ministry of Housing-Erbil
4. Performance Bond (PB)

During our visit to the Ministry of Housing in Erbil, we noted that the PB submitted by the contractors for some contracts were less than 5%
for example the Construction Laboratory in Dhuk province and the construction contract of Construction Laboratory in Erbil.

We recommend complying with the governmental contract procedures for 2008 in terms abiding by the 5% as PB..

Medium
New
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Ministry of Housing-Erbil
5. Contracting Procedures

During our visit to the Ministry we noted the same contracts were granted by direct tendering and not through competitive bidding process, for
example the Construction Laboratory contract of Dhuke amounting to 1,905,887,300 IQD and Construction Laboratory contract of Erbil
amounting to 2,028,725,440 |1QD.

We recommend complying with the instructions of the Higher Committee for contracts and obtaining competitive bids for all contracts through
a formal bidding process.

High

New
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Ministry of Housing-Erbil
6. Accounting Records

During our visit to the Ministry and reviewing a sample of accounting records we noted that the payroll and allowances record is not stamped
nor signed by the preparer or the internal audit department.

We recommend approving the payroll and advances record by the head of finance department and the internal audit as a control procedure.
High

New
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Ministry of Housing-Erbil
7. Tender Opening Committees

We noted that the members of the Tender Opening Committee in the road and bridges directorate are not being changed.

We recommend that the Ministry complies with the budget instructions issued by the MOF which require rotating the Committee members
every six months for better control procedures and adherence to budget instructions.

High
New
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Ministry of Housing-Erbil
8. Payroll Cash Payment

During our review of the process of payment of salaries in the Ministry we noted that the ministry pays the salaries in cash. The cash payment
of salaries directly increasing the risk of loss of cash in the process of distribution.

We recommend the Ministry to pay staff salaries by bank transfer to personal account for each employee in order to avoid risks associated with
the cash payments of salaries

Medium

New
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Ministry of Housing-Erbil
9. Work Schedule Control

During our visit to the Ministry, we noted that the only control on hours worked by employees is done by having employees sign on the entry
register as they enter on a daily basis. There is no automated system to monitor hours worked by employees. This leads to weakness in control
and in monitoring the hours worked by employees.

We recommend that an automated system be installed to accurately record the hours worked by employees on a daily basis.
Low

New
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Follow up on observations raised by the previous auditor
Ministry of Housing - Erbil
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Ministry of Housing-Erbil
1. Contract’s identification numbers
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Ministry of Housing-Erbil
2. Contract Standard Form

i

During our review of the Ministry's construction contracts, we noted no standard contract form issued for procurement. The Ministry prepared
a contract form which does not include all legal terms and conditions included in the unified contract form used by other governmental entities.
For example: contract to provide the Ministry with Axial Scales amounted to |IQD 136,080,000. The absence of standard and authorized
contract’s form result in errors and irregularities in the terms used, conditions, and the rights of both the ministry and the contractor.

We recommend using the unified procurement standard form for better control procedures and preserve the ministry’s and contractor’s rights.

Low
Old

Through the follow-up observation showed us that the note is still there in the department of roads and bridges that are formed from the
Ministry of Construction and Housing is not only for decades, but the processing of contracts for consulting and maintenance as well.
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Ministry of Housing-Erbil
3. Salaries Receipts

i

We noted that some employees delegate other colleagues to collect their salaries on their behalf, without any authorization or supporting
documents available at the Ministry to ensure that the representatives are authorized to collect payments on behalf. We also noted in certain
instances where the employees did not sign on the payroll sheet as an evidence of receipt.

We recommend recipient to be formally authorized to receive the salary on behalf of the employee. We also recommend obtaining the
signature of employee on the payroll sheet after receiving the cash, and we also recommend that the Ministry implements payment of salaries
through direct bank transfer to the employees’ accounts for better control procedures over payments.

Medium
Old

Through the sample selected from the payroll shows us that the note was still on the list of where we are in the lists of the pay of the month of
April 2008. Draws our attention but not the absence of the signatures of the staff received their salaries.
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Ministry of Housing-Erbil
4. Documentation for Administration Approvals

i

During our review, we noted that some exceptions and administration approvals related to the projects are not documented. The Roads
Directorate calculated a delay penalty for the maintenance contract of Zarkli Berezor Mezzeh Street based on 24 day of delay while the actual
delay was 48 days. Verbal approvals have been obtained for this exception while no documentation has been performed.

We recommend documenting all administrative approvals on exceptions by the appropriate authorized managerial level for better control
procedures.

High
old

Through the follow-up observation showed us that the project is still ongoing and as of the date of our report, the ministry did not recover the
value of demurrage and the Ministry is currently working to recover the penalty from the supplier at the end of the project.
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